Data Processor Clauses 
Definitions:  In this Clause, the following terms shall have the following meanings: 

"controller", "processor", "data subject", "personal data" and "processing" (and "process") shall have the meanings given in Applicable Data Protection Law; and

"Applicable Data Protection Law" shall mean: (i) prior to 25 May 2018, Directive 95/46/EC of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data; and (ii) on and after 25 May 2018, Regulation 2016/679 of the European Parliament and of the Council on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

2.   Relationship of the parties:  The Carrier (the controller) appoints the Handling Company as a processor to process the personal data (the "Data").  

3.  Purpose limitation: the Handling Company shall process the Data as a processor and strictly in accordance with the documented instructions of The Carrier (the "Permitted Purpose"), except where otherwise required by any EU (or any EU Member State) law applicable to The Carrier.  In no event shall the Handling Company process the Data for its own purposes or those of any third party.

4.   International transfers:  the Handling Company shall not transfer the Data (nor permit the Data to be transferred) outside of the European Economic Area ("EEA") unless (i) it has first obtained The Carrier's prior written consent; and (ii) it takes such measures as are necessary to ensure the transfer is in compliance with Applicable Data Protection Law.  
5.  Confidentiality of processing:  the Handling Company shall ensure that any person that it authorises to process the Data (including the Handling Company's staff, agents and subcontractors) (an "Authorised Person") shall be subject to a strict duty of confidentiality (whether a contractual duty or a statutory duty), and shall not permit any person to process the Data who is not under such a duty of confidentiality. the Handling Company shall ensure that all Authorised Persons process the Data only as necessary for the Permitted Purpose.

6.   Security: The processor shall implement appropriate technical and organisational measures to protect the Data (i) from accidental or unlawful destruction, and (ii) loss, alteration, unauthorised disclosure of, or access to the Data (a "Security Incident").  

7.   Subprocessing:  the Handling Company shall not subcontract any processing of the Data to a third party subprocessor without the prior written consent of The Carrier.  If The Carrier refuses to consent to the Handling Company's appointment of a third party subprocessor on grounds relating to the protection of the Data, then either the Handling Company will not appoint the subprocessor or the Carrier may elect to suspend or terminate the ground handling agreement.

8.   Cooperation and data subjects' rights:  the Handling Company shall provide all reasonable and timely assistance to the Carrier to enable the Carrier to respond to: (i) any request from a data subject to exercise any of its rights under Applicable Data Protection Law (including its rights of access, correction, objection, erasure and data portability, as applicable); and (ii) any other correspondence, enquiry or complaint received from a data subject, regulator or other third party in connection with the processing of the Data.   In the event that any such request, correspondence, enquiry or complaint is made directly to the Handling Company, the Handling Company shall promptly inform the Carrier providing full details of the same.

9.   Data Protection Impact Assessment:  If the Handling Company believes or becomes aware that its processing of the Data is likely to result in a high risk to the data protection rights and freedoms of data subjects, it shall promptly inform the Carrier and provide the Carrier with all such reasonable and timely assistance as the Carrier may require in order to conduct a data protection impact assessment and, if necessary, consult with its relevant data protection authority. 

10.   Security incidents:  Upon becoming aware of a Security Incident, the Handling Company shall inform the Carrier without undue delay and shall provide all such timely information and cooperation as the Carrier may require in order for the Carrier to fulfil its data breach reporting obligations under (and in accordance with the timescales required by) Applicable Data Protection Law.  The Handling Company shall further take all such measures and actions as are necessary to remedy or mitigate the effects of the Security Incident and shall keep the Carrier informed of all developments in connection with the Security Incident.

11.   Deletion or return of Data:  Upon termination or expiry of the ground handling agreement, the Handling Company shall (at the Carrier's election) destroy or return to the Carrier all Data (including all copies of the Data) in its possession or control (including any Data subcontracted to a third party for processing).  This requirement shall not apply to the extent that the Handling Company is required by any EU (or any EU Member State) law to retain some or all of the Data, in which event the Handling Company shall isolate and protect the Data from any further processing except to the extent required by such law until deletion is possible.

12.   Audit:  the Handling Company shall permit the Carrier (or its appointed third party auditors) to audit the Handling Company's compliance with this Clause, and shall make available to the Carrier all information, systems and staff necessary for the Carrier (or its third party auditors) to conduct such audit. The Handling Company acknowledges that the Carrier (or its third party auditors) may enter its premises for the purposes of conducting this audit, provided that the Carrier gives it reasonable prior notice of its intention to audit, conducts its audit during normal business hours, and takes all reasonable measures to prevent unnecessary disruption to the Handling Company's operations.  The Carrier will not exercise its audit rights more than once in any twelve (12) calendar month period, except (i) if and when required by instruction of a competent data protection authority; or (ii) the Carrier believes a further audit is necessary due to a Security Incident suffered by the Handling Company. 
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